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A Hybrid System Call Profiling Approach
for Container Protection

Yunlong Xing*’, Xinda Wang *“, Sadegh Torabi

Abstract—Over-privileged Linux containers might put the un-
derlying OS at risk by permitting pointless system calls that could
be exploited as entry points to the kernel. However, finding such
security profiles is a difficult task as it demands examining the im-
plementation/operation of containers in the absence of knowledge
regarding its required system calls. In this article, we propose a
hybrid approach to limit the system call usage during the execu-
tion of containers. Specifically, given an application container, we
maintain an initial fine-grained whitelist by dynamic tracking to
control the run-time security along with a complementary whitelist
extracted via static analysis to maintain container’s functionality
while addressing the coverage limitation of dynamic analysis. Our
method automatically analyzes the container behavior to identify
three execution phases and dynamically enforce the corresponding
fine-grained system call whitelists. The invoked system call will be
compared with both whitelists to decide if it should be killed to
guarantee the container security or logged for further analysis.
Our evaluation results with 193 Docker images demonstrate the
effectiveness of our approach in significantly reducing the required
system calls during the applications’ life-cycle. Furthermore, we
discuss the reduced attack surface and demonstrate the efficiency
of our approach through empirical analysis results.

Index Terms—Container security, system call reduction,
seccomp filter, static & dynamic analysis, Docker image.

I. INTRODUCTION

INUX containers are primarily used to provide oper-
L ating system-level virtualization for running large-scale
microservice-based applications in a cloud environment. In
contrast to traditional virtual machines (VM), which require
their own operating systems (OS), containers provide a way to
virtualize an OS so that multiple workloads can run on a single
OS kernel. This makes containers very efficient and scalable,
as they can start up much faster while requiring fewer system
resources. Moreover, the convenience and flexibility of software
deployment using containers have made them hugely popular,
with about 83% of companies adopting various forms of in-
frastructure using containers [1]. Additionally, several container
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management technologies have been introduced to build and
manage containerized applications on servers and cloud (e.g.,
Docker).

Despite their advantages, containers could endanger the se-
curity of the OS kernel. This can be accomplished by using vul-
nerable containers as a means of exploiting kernel interfaces to
escape into the host kernel space and compromise the OS or other
containers running in the same environment. For instance, using
unshare system call, attackers can escalate privileges and
gain necessary capabilities to complete Kubernetes container
escape [2]. Also, a container process may abuse the bp £ system
call [3] to execute arbitrary code in the context of the kernel. The
design of the containers, which represent isolated user instances
sharing the kernel and resources of the underlying host system,
is primarily to blame for these problems. This makes the kernel
the most vulnerable attack vector, particularly in the presence of
malicious or compromised over-privileged tenants.

To address these security issues, Linux containers are im-
plemented based on namespace [4] and cgroups [5] and
offer various levels of protection through user/process isolation,
hierarchical grouping, and resource usage control/monitoring.
Moreover, Linux capabilities [6] were incorporated to
provide fine-grained security mechanism by allowing a process
to have a subset of the privileges typically associated with
the superuser (root) account, without actually running as root.
AppArmor [7] and SELinux [8] are two additional security
modules to provide more access controls for the applications,
processes, and files.

As system calls are the main entry points for container
processes to exploit kernel vulnerabilities, seccomp [9] has
been embraced as an effective tool to reduce the attack surface
by restricting the available system calls for containers through
security profiles. The seccomp profile represents an allowlist
that by default restricts access to all remaining system calls.
Nevertheless, identifying such a security profile that ensures
correct and secure container operations is a challenging task
due to (i) a lack of knowledge about the required system calls
per container image and (ii) the increasing number of diverse
container images that may require various system calls.

To address these challenges, previous work proposed utilizing
static and/or dynamic analysis techniques for analyzing con-
tainer images to determine the required system calls [10], [11],
[12], [13]. Nevertheless, despite such efforts, these approaches
have their own limitations in terms of the completeness and/or
correctness. To further solve these problems, we propose a multi-
level hybrid approach for maintaining two whitelists for any
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specific container, one obtained from static analysis to maintain
all of the container’s functionalities and the other captured by
dynamic tracking to control security. Given a container, for
each execution phase (i.e., booting, running, and shutdown), we
first dynamically enforce the fine-grained profile filter collected
by dynamic tracking to limit the required system calls. If the
container invokes any system calls beyond this whitelist, we
then compare it with the system call lists obtained via static
analysis to decide if the container should be killed or if the
system call needs to be logged for further analysis. This paper
extends a preliminary conference paper [10] by expanding the
dynamic tracking phases from two (booting and running) to three
(booting, running, and shutdown), which guarantees the appli-
cability of our system during the whole life cycle of a container.
In addition, we propose a new static image analysis method for
obtaining a complementary system call whitelist, which includes
system calls that may not be identified by dynamic analysis
methods due to potential coverage and execution limitations.
While this improves the security of the executed containers, our
approach can also improve the usability and coverage to address
a number of special corner cases.

Our experimental evaluation results with 193 widely used
Docker images from various categories (e.g., Database, DevOps,
OS, etc.) demonstrate the feasibility and effectiveness of our
approach to significantly reduce the number of required system
calls during the applications’ life-cycle.

In summary, we make the following contributions:

® We develop a hybrid container profiling approach that
leverages a multi-level static and dynamic analysis method-
ology to determine the required system calls for executing
Docker images while enforcing fine-grained system call
whitelists during the three main execution phases of the
container life cycle. Our approach utilizes the benefits of
both static and dynamic analysis techniques to implement
an effective, efficient, and automated approach for securing
containers.

® We develop an automated system call extraction technique
that leverages static analysis to parse Docker images and
identify invoked system calls. Our approach relies on con-
structing the layer relation for a given Docker image while
analyzing the target layer binaries for invoked system calls
or functions that indirectly call system calls (e.g., 1ibc
wrapper functions). We evaluate the proposed technique
using 193 Docker images from widely used application
categories and highlight the significant reduction in the
number of required system calls for the majority of the
containers as compared to the default configuration. Addi-
tionally, while we compare the results of our system call
reduction technique to the state-of-the-art, we discuss the
reduced security implications through the elimination of
possibly vulnerable system calls.

e We extend previous work [10] to propose an effective
approach for the automatic identification of phase-splitting
time points for the execution of a given application con-
tainer. We leverage our technique to profile the behaviors
of containers and identify the invoked system calls during
three distinguished execution phases, namely the booting,
running, and shutdown phases. Indeed, our approach can
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be used to effectively reduce the number of required sys-
tem calls by limiting access to unnecessary system calls
throughout the container’s execution life cycle. Moreover,
our empirical analysis demonstrates the efficiency of the
implemented approach, which dynamically updates the
identified system call profiles without disturbing the nor-
mal operations inside the container.

1. BACKGROUND

Docker Containers. Docker containers represent software
packages that support OS-level virtualization while facilitating
software development, shipment, and deployment. These con-
tainers are hosted in a software called Docker Engine, which was
first introduced in 2013 by Docker. A Docker container image is
a lightweight, standalone, executable package of software that
includes everything needed to run an application, including code,
runtime, system tools, system libraries, and settings. Dockerhub
provides an online repository where developers can download a
variety of widely used container applications [14].

System Calls and Libc Functions. System calls are the fun-
damental interface between applications and the Linux kernel.
Programs interact with kernel services mainly through system
calls, which can be invoked by passing a system call number
to registers eax or rax and triggering a software interrupt
to switch to kernel mode to complete related kernel services.
Current systems typically support the syscall or sysenter
instructions to invoke system calls. And in this paper, we mainly
focus on the Intel architecture, so we will use syscall instruc-
tion to capture the related system calls. In most cases, system
calls are not invoked directly. Instead, they have corresponding
C library wrapper functions, which invoke the system calls in-
directly. For instance, the C standard library (libc) [15] provides
a number of functions that will wrap system calls. Hence, most
applications and other library functions can call libc functions to
access kernel services instead of directly invoking system calls.

Seccomp Profiles. Secure computing (seccomp) is a sandbox
tool in the Linux kernel to restrict a process from invoking
certain system calls. Since the system calls provide the pro-
cesses in a container with entry points into the host kernel, a
malicious application may misuse such system calls to disable
all the security measures and escape out of the container [16].
Seccomp can be used to reduce the number of entry points into
the kernel space, thereby reducing the kernel attack surface.
Since Docker 1.11.0, the seccomp option (—security-opt) has
been supported to set a seccomp profile when the container
is launched. It allows the user to specify a security profile for
the operation of the container, which is represented as a list of
“allowed” system calls that can be invoked by the container. Note
that Docker provides a moderately protective default seccomp
profile, which just blocks 44 system calls out of more than 300
ones [17]. However, such default set enables too many system
calls for a given container. As a result, the extra system calls can
be a springboard to attack other containers or the underlying
system.

Seccomp Filters. In practice, given a seccomp profile, we
can implement seccomp filters for specifying the whitelisted
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system calls. The filter is expressed as a Berkeley Packet Fil-
ter (BPF) program, as with socket filters. Each process has a
task_struct structure that contains a seccomp structure,
which defines the seccomp state of the process. If the process
is protected by seccomp, the filter field of the seccomp struc-
ture would point to the first seccomp filter defined as a sec-
comp_filter structure. The BPF_interpreter running in the
Linux kernel is in charge of enforcing the system call filtering.
When the process invokes a system call, the BPF_interpreter
goes through all the seccomp filters attached to this process to
determine if such a system call is allowed for this process or not.

In the Linux kernel, two system calls, prctl () and sec-
comp (), are provided to change the seccomp filters of a process.
Nevertheless, we cannot directly use them to dynamically mod-
ify the seccomp filters of one container. The reason is that once
a seccomp filter is installed, it cannot be altered or removed
while the process is running. Although we can use these two
system calls to add new seccomp filters, we are unable to remove
any existing filters. Therefore, we choose to locate the memory
address of the seccomp filters and directly modify their contents.
However, to this end, we must bridge the semantic gaps and
recover the seccomp filter-related data structures. More details
will be discussed in Section III-C2.

Seccomp Working Modes. Seccomp has three working
modes: seccomp-disabled, seccomp-strict, and seccomp-filter.
The seccomp-filter mode allows a process to specify a filter
for incoming system calls. Seccomp also allows users to de-
fine the action that should be taken when a forbidden system
call is invoked. For instance, in the Docker container with
seccomp enabled, the action SCMP_ACT_KILL means to kill
the process when a banned system call is invoked. Finally,
the SCMP_ACT_LOG indicates that the system call should be
handled normally but with logs. This feature can provide means
forlogging and analyzing the system calls invoked by a container
throughout its life cycle.

III. APPROACH

In this paper, we propose a hybrid approach to analyze Docker
container images and identify the minimum required system
calls throughout the execution life cycle. As illustrated in Fig. 1,
the implemented multi-level approach consists of two main
components: (i) static profiling and (ii) dynamic profiling. The
static analysis generates a complete list of system calls that
enables all the functionality of a given application container.
The dynamic profiling helps identify a set of most frequent used
system calls during the normal execution, which is a subset of the
system calls identified by the static analysis. The final system
call whitelist for each execution phase is determined by both
results of static and dynamic analysis. If a process invokes a
system call out of the static analysis-based list (and dynamic
analysis-based list), it will be killed. If an invoked system
call is out of the dynamic analysis-based list but in the static
analysis-based list, it will be logged for further inspection. In
what follows, we elaborate on the design of each component, and
how these components work together to guarantee the container
security.
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Fig. 1. Overall approach.

TABLE I
THE NUMBER OF EXTRACTED SYSTEM CALLS FROM DOCKER IMAGES WITH
CORE/ALL SYSCALLS EXTRACTED FROM THE BINARIES OF THE CORE
APPLICATION AND ALL LAYERS, RESPECTIVELY

Image # of Core Syscalls  # of All Syscalls  Syscall Increase
redis 110 202 83.6%
couchdb 93 208 123.6%
bash 103 187 81.6%
ruby 80 192 140%
traefik 87 215 147.1%

A. Static Profiling

To automatically and efficiently identify a minimal but com-
plete system call whitelist (i.e., static profile) for a given Docker
container, we leverage static analysis techniques as elaborated
in the following sub-sections.

1) Binary Layer Extraction: A Docker image contains mul-
tiple layers that are essentially files generated from commands
when building it. Hence, the system calls required for running
an image can be obtained by extracting executable files from all
layers. However, it may introduce an extra set of system calls that
are not necessarily needed in the running period, which can en-
large the attack surface of containers. The reason is that a Docker
image encapsulates not only the core application like redis
to provide core functionalities, but also general commands and
programs like gzip and more to provide auxiliary functions.
Nevertheless, the general commands and programs are typically
notused during the running period of the core application. Table
shows examples of the number of system calls extracted from
different images. If we extract system calls from binaries in all
layers, the number of system calls can increase by more than 80%
compared to the number of system calls required for running
the core application. To exclude such system calls, we need to
identify the target layer and extract its related binaries, which
are analyzed further to identify required system calls.

To achieve this, we locate a text document named Docker-
file [18], which records a series of commands used to construct
all layers within the image. Fig. 2 illustrates an example of a
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Dockerfile Commands Layer Relations

‘ 10: 72073 |

ParentiD: null

D: 1a7d3 |
ParentlD: 7297

ID: afac |
ParentID: 1a7d

FROM debian:buster-slim
RUN groupadd -t -g 999 redis && useradd -r -g redis -u 999 redis
RUN set -eux; \ ...

weet -O /usr/local/bin/gosu "~/download/$GOSU_VERSION"; \
weet -O /usr i .asc " GOSU_VERSION"; \ ...

Target

RUN set -eux; \ ... wget -O redis.tar.gz "SREDIS_DOWNLOAD_URL'; \ ...||L4yer 1D: dt1e 3 |
redis-cli —-version; \
ParentlD: afac

redis-server --version
1D: 20363 |

ParentiD: d11c

RUN mkdir /data && chown redis:redis /data

COPY docker-entrypoint.sh /ust/local/bin/

| Parentin: ae36

Fig. 2. Identified target layer using Dockerfile commands of redis image
and the extracted layers’ relations.

Dockerfile for the redis image, which consists of six layers of
Dockerfile commands. Note that these layers are used to perform
various functions. For instance, the first layer is used to build
a Debian operating system with the buster-slim version. The
second layer adds a user called redis to a group. Similarly,
we identify the fourth layer as the target layer, where the RUN
command is used to install the redis client and redis server
applications.

Note that the organizational structure of a Docker image does
not provide a clear relationship between the layers created in the
image. Thus, to extract the target layer binaries, we need to con-
struct the correct relations between all layers in a given image. To
accomplish this, we apply the docker save command to the
original image to create a static file system. The file system orga-
nizes files from each layer into folders, each with its own json
configuration file containing the IDs of the current layer and its
parent layer. By analyzing all the layer relationships from json
files, we obtain a one-way acyclic chain relationship between
different layers, with the initial layer having a 0 in-degree and
the final layer having a 0 out-degree, respectively. An example
of the constructed layer relationships for the redis image is
presented in Fig. 2. Using such relationship information, we
locate the binary files associated with the target layer and use
them for further analysis.

2) Function Call Analysis: System calls are the fundamental
interface between user programs and the Linux kernel. In most
cases, system calls are not invoked directly. Instead, they rely
on various wrapper functions from the Standard C Libraries
(i.e., libc), which act as an interface between the user and the
kernel spaces. Therefore, to identify the required system calls
for a Docker image, we need to analyze its corresponding target
binary files and identify all function calls and their relations
to such interface functions in libc. Such calling relationships
between library functions can be extremely complex, resulting
in calling loopbacks. Thus, to model complex calling relations
between functions, we construct a function call graph with direct
calling relations between functions.

To achieve this, we leverage objdump to disassemble the
target binary files into assembly code instructions and then
analyze the code to determine the corresponding function calling
relationships. As shown in Fig. 3, we extract the function call
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[0000000000001149 <display>:
1149: 13 0f 1e fa
114d: 55
114e: 48 89 e5

10000000000001168 <main>:
1168: f3 0f 1e fa
116¢: 55
116d: 48 89 e5
1170: b8 00 00 00 00
1175: e8 cf ff ff ff
117a: b8 00 00 00 00 mov  $0x0,%eax
117f: 5d pop  %rbp
1180: ¢3 ret

endbr64

push %rbp

mov  %rsp,%rbp

1158: 48 89 c7 mov  %rax,%rdi

115b: b8 00 00 00 00 mov  $0x0,%eax

1160: 8 eb fe ff ff call 1050 <printf@plt>|
1165: 90 nop

pop %rbp

ret

endbr64

push %rbp

mov  %rsp,%rbp
mov  $0x0,%eax
call 1149 <display>t

OBJDUMP()

1166: 5d
1167: c3

Fig. 3. An example of function call relation from binary.

relation from a binary executable representing a simple C++
program that uses themain () functiontocallthe display ()
function, which calls the printf () function to display a
simple message (e.g., “hello world”) on the standard output.
Note that the function calling relations have a fixed format in
assembly codes (Fig. 3). As a result, we construct the complete
direct calling relations graph for all functions by scanning the
entire assembly code.

In addition to the identified libc function calls within the target
binary, container images may leverage third-party libraries to
indirectly call libc functions. To identify such indirect calling
relations, we leverage the 1dd tool to obtain all called libraries
from a given target binary. Then, we follow the procedure
described in the previous paragraph (Section III-A2) to ana-
lyze the identified binary files and construct the corresponding
mapping and function call graphs. Finally, we leverage the
Floyd—Warshall algorithm [19] to transit all constructed function
call graphs for a given container image to identify the called libc
functions, which are analyzed for identifying the invoked system
calls.

3) System Call Identification: The operations and functions
within containers invoke system calls indirectly by utilizing libc
function calls. Therefore, to identify the system calls associated
with the operations of a Docker image, we need to create a
mapping between libc functions and system calls. Note that
previous work [11] leveraged tools such as Egypt [20] to create a
calling graph between library functions (e.g., Glibc) and system
calls. However, these tools rely on compiling the source code
of the library to generate the Intermediate Representation (IR),
which is then utilized to extract the calling graph. However,
in a Docker image, almost all the executable files and libraries
represent as binaries, without source code. Even for open-source
project, if we conduct source-code analysis, we have to ob-
tain the configuration information, e.g., version, compilation
option, and optimization level. In addition, many applications
depend on ohter libraries, which call libc later, to complete
the system call invocation, however, the relied libraries may
not be open-sourced. Therefore, we create our function calling
graphs by analyzing the binary code directly without the need
for additional source code analysis (Section III-A2). This makes
our calling graph construction approach more generalizable and
applicable to the analysis of any given binary. In what follows,
we provide further details about our approach towards mapping
system calls to libc functions.

Libc Functions to System Calls Mapping. In general, a system
callisinvoked by passing its corresponding number, as presented
in unistd_64.h header file, to the eax or rax registers,
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bd404: b8 4e 00 00 00 mov $0xde, %eax 34678: b8 @e 00 00 00 mov $Oxe,%rax
bd4@9: 41 55 push  %ri3 3467d: 4c 89 44 24 48 mov %r8,0x48(%rsp)
bd4eb: 41 54 push %r12 34682: 4c 89 44 24 58 mov %r8,0x50(%rsp)
bd4ed: 55 push  %rbp 34687:4c 89 44 24 58 mov %r8,0x58(%rsp)
bd4ee: 53 push  %rbx it

bd4ef: 48 89 f3 mov %rsi,%rbx 3469b: 4c 89 44 24 78 mov %r8,0x78(%rsp)
bd412: 48 83 ec 08 sub $0x8,%rsp 346a0: 4c 89 84 24 80 mov %r8,0x80(%rsp)
bd416: of @5 syscall 346a8: 0f 05 syscall

(a) Direct value passing (eax).

2lac2: ba 3c 00 00 00
2lac7: 66 of 1f 84 @@

(b) Direct value passing (rax).

e46e0: 48 8d 05 71 f2 lea 0x27(%rip),%rax
e46e7: 8b 00 mov  (%rax),%eax
e46e9: 85 0 test %eax,%eax
ed6eb: 75 13 jne e4700

ed6ed: 31 co Xor %eax,%eax
e46ef: 0f 05 syscall

mov  $0x3c,%edx
nopw (%rax,%rax,1)

2lade: 31 ff
21ad2: 89 de
21ad4: of @5

xor %edi,%edi
mov %edx,%eax
syscall

(c) Indirect value passing
through multiple registers.

(d) Indirect value passing
through XOR operation.

Fig. 4.
registers.

Different methods for passing the system call numbers to eax/rax

followed by a syscall instruction to complete the kernel
operation. Based on this observation, we initially leverage the
approach described in Section III-A2 to analyze the libc binary
files and construct the corresponding call graphs for all functions
and the target syscall instruction. Moreover, to identify the
invoked system calls, we backtrack the values stored or passed
into the eax and/or rax registers starting from the syscall
instruction call. This is not a straight-forward task, as there
are various complex ways for passing system call numbers to
registers, which adds to the complexity of identifying the correct
system call mapping.

Our analysis indicates that there are various common methods
for assigning a system call number to the eax/rax registers. For
instance, as illustrated in Fig. 4(a) and (b), constant values (i.e.,
Ox4e and Oxe) representing two system call numbers (get -
dents () and rt_sigprocmask()) are directly assigned
to the eax and the rax registers. Additionally, the system call
number could be passed to the eax/rax registers indirectly by
going through multiple registers such as the edx, as illustrated
in Fig. 4(c). Finally, system call numbers might be passed as the
results of numerical calculations. For instance, as illustrated in
Fig. 4(d), the xor operation is used to set the value of the eax to
0, representing the read () system call. Note that this technique
is commonly used over the value assignment instructions (e.g.,
“mov $0x0, $eax”) due to its efficiency.

Directly Invoked System Calls. In addition to the system
calls invoked through the libc functions, our analysis of various
Docker images showed a few cases where target binaries directly
invoked system calls by passing their corresponding numbers to
the eax/rax registers. In line with that, we leverage the register
value backtracking method described in the previous sub-section
to identify such cases and complement the list of system calls
associated with the analyzed Docker images.

Environment-Related System Calls. In addition to the iden-
tified system calls for implementing the functionalities of a
Docker image, there are other system calls required to create the
execution environment for running containers. These additional
system calls are mainly needed for creating the execution envi-
ronment for programs (e.g., initializing the stack and allocating
memory) and creating the running environment for containers
through the runc process.
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TABLE II
SYSTEM CALLS INVOKED TO CREATE THE EXECUTION ENVIRONMENT
FOR PROGRAMS

Functionality Execution Environment System Calls

Process-Related  arch_prctl, exit, exit_group, sched_yield, tgkill
Memory-Related brk, mmap, mprotect, mremap, munmap

File-Related close, fentl, fstat, access, getewd, getdents, Iseek, Istat,
newfstatat, openat, read, readlink, stat, write, writev
rt_sigaction, rt_sigprocmask, rt_sigreturn

getegid, geteuid, getgid, getpid, gettid, getuid
clock_getres, futex, ioctl, madvise, prlimit64, setitimer,
sysinfo, time, uname

Signal-Related
ID-Related
System-Related

TABLE III
SYSTEM CALLS INVOKED TO CREATE THE RUNNING ENVIRONMENT
FOR CONTAINERS

Functionality Container Running Environment System Call

Capability-Related capget, capset

File-Related chdir, close, epoll_ctl, epoll_pwait, fchown, fentl, fstat,
fstatfs, getdents64, newfstatat, openat, read, write
execve, pretl, sched_yield

futex, nanosleep

getppid, setgid, setgroups, setuid

Process-Related
System-Related
ID-Related

As the environment-related system calls cannot be obtained
by analyzing the target binaries, we leverage dynamic anal-
ysis methods to execute an empty program while applying
the strace tool to monitor all invoked system calls. The
assumption is that all invoked system calls are necessary for
the execution of the program since the main () function in
the program was cleared and did not contain any instructions.
Table I1 lists the identified environment-related system calls. For
evaluation purposes, we tested 100 different programs and found
that these system calls are sufficient and consistent for creating
the execution environment in all cases. Furthermore, to obtain
the required system calls for creating the running environment
for Docker containers, we monitor the startup process of a
container to obtain the system calls invoked by the runcC, which
is a portable container runtime that includes all of the necessary
code used by Docker to interact with system features related
to containers. Indeed, our analysis of 100 different containers
highlighted a fixed set of system calls that are necessary to run
all containers, as summarized in Table III.

B. Dynamic Profiling

Although the static analysis generate a complete necessary
system call list for the whole life-cycle of a container, it is
hard to identify the required system calls during each execution
phase. However, even for the same container, the invoked system
calls in booting phase and running phase can be dramatically
different. In our previous work [10], we tried to address this
by profiling and generating individual system call whitelist for
booting phase and running phase. In this paper, we extend such
efforts by addressing the main limitations of previous work in
terms of performance, accuracy, and automated phase detection
and system call identification processes. Additionally, we in-
troduce a three-phase realization of the execution life-cycle of
a given container application by adding the “shutdown” phase
to the typical “booting” and “running” phases for application
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containers. In fact, our empirical analysis shows that the three-
phase realization can provide more fine-grained system call
profiling, which reduces the number of required system calls
during the running phase while guaranteeing a graceful and
secure shutdown for a container.

1) Execution and Monitoring: For a container, the booting
phase is responsible for setting the container environment and
initializing the service. In the running phase, the container ser-
vice begins to accept service requests and send back responses.
In the shutdown phase, certain critical jobs are performed,
e.g., storing important data for future use and processing the
outstanding requests.

Dynamic profiling is based on running a given container
and monitoring its behavior in terms of invoked system calls
throughout its life cycle. To this end, we examine database
and web server containers as the two most popular application
categories [1]. Note that our approach can be implemented
with all container applications, however, we mainly focus on
these two categories due to the availability of testing tools and
benchmarking datasets. We analyze four popular database con-
tainers, such as MySQL [21], Postgres [22], MongoDB [23], and
Redis [24]. We also analyze four popular web server containers
in Docker Hub, namely, node.js, nginx, Tomcat, and httpd. To
do this, we pull the following Docker images from Dockerhub
(Wiki.js [25], DokuWiki [26], XWiki [27], and MediaWiki [28]),
which represent the node.js, nginx, tomcat, and httpd web servers
with an installed wiki software.

Triggering Booting & Shutdown Phases. We execute the spec-
ified containers and monitor the invoked system calls during the
execution life-cycle. Note that invoking the required system calls
for the booting and shutdown phases can be done by explicitly
triggering the container booting and shutdown operations using
docker run and docker stop commands. Nevertheless,
the most challenging part is generating a complete workload for
the running phase.

Executing Containers (Running Phase). To analyze database
containers, we leverage the following three methods/tools to
trigger the required workloads during the running phase: (i)
we exercise the commands manually according to the official
manual references of each data store [21], [22], [23], [24]; (ii) we
utilize HammerDB [29] and Yahoo Cloud Serving Benchmark
(YCSB) [30] to simulate the case when many users access the
database server concurrently. Note that HammerDB is used
to generate workload for Postgres, MySQL, and Redis, while
YCSB is utilized for analyzing Redis and MongoDB, respec-
tively; (iii) we use penetration testing tools to enumerate all
the data in the data store platforms (e.g., databases and tables in
MySQL). We leverage SQLMap [31] to generate normal user be-
haviors workload for SQL-based databases such as MySQL and
Postgres. We also utilize NoSQL-Exploitation-Framework [32]
and NoSQLMap [33] for analyzing Redis and MongoDB, re-
spectively.

To analyze web servers, we consider the fact that the available
system calls in the running phase might vary among different
web server applications. Therefore, we perform evaluations on
a httpd web server [34] with a popular bulletin board system
with PHPBB3 deployed. To trigger the system calls during the
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running phase, we utilize the httperf [35] to access the web server
continuously with increasing numbers of requests per second.
We also scan the web servers using skipfish [36], which is a tool
for conducting automated security checks for the web applica-
tions by recursive crawls and dictionary-based probes, hence
exercising many corner cases. Besides, we manually access the
websites to trigger as many functions as possible.

2) System Call Logging and Phase Identification: We pro-
pose a new approach to logging the invoked system calls during
the execution of a given container application by leveraging the
Linux audit system [37]. The idea is to configure a container with
a seccomp filter that contains an empty list of allowed system
calls, while using the SCMP_ACT_LOG option [9] to log all
invoked system calls as violations in the audit log with their
corresponding timestamps. After the container is stopped, we
can obtain a list of all system calls invoked by a given container
during its execution, which can be leveraged to segregate system
call invocation during the three execution phases (booting, run-
ning, and shutdown). Now, the question is, how can we identify
the beginning and end times of each phase?

To answer this question, we explore several techniques to
investigate the application execution life-cycle. Normally, the
life cycle of an application container can be divided into three
phases: booting, running, and shutdown. To identify the be-
ginning of the booting phase for all application containers, we
trace the docker run command, which is used to initiate/start a
container. Moreover, to determine the end of the booting phase,
which is also the beginning of the running phase, we propose
an approach that relies on the behavioral characteristics of the
analyzed applications during idle running. Indeed, the analysis
of various database and web server applications showed that
they invoke a large number of system calls when booting and
initializing the environment, while continuing with a relatively
smaller set of repeatedly invoked system calls throughout the re-
maining idle running phase [10], [13]. Therefore, by monitoring
the behaviors of various containers over time, we can empirically
identify a grace period 7;, (e.g., 100 seconds), which is long
enough to ensure reaching the end of the booting phase while
entering the running phase for the analyzed containers.

While adopting such a time-based approach has been shown
to be effective [10], it has a number of limitations that hamper
the efficiency and accuracy of the overall phase identification
process. For instance, the time required to execute the booting
phase may vary based on the underlying hardware specifications.
Thus, in practice, we will need to set the grace period to a rela-
tively longer period to avoid any discrepancies in the collected
data. Consequently, setting a longer grace period may add some
extra system calls from the running phase to the booting phase.
To address the limitations of the time-based phase identification
method, we rely on capturing the repeating behaviors in terms of
the sequence of invoked system calls. To capture such repeating
behavior (e.g., waiting for response from the user), we divide the
execution time into equal units of ¢; = 1 second. Then, for every
execution time interval ¢; € {0,1,2,...}, we record the set of
invoked system calls x; and compare it with the ones during
previous time units (e.g., {x;_1, T;_2, ..., and x;_x }). Through
our empirical analysis and testing, we found that the beginning
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of the running phase can be identified when a repeating pattern
is found during a minimum of five consecutive time periods
(i.e., N =5). Specifically, we use the Linux strace tool to
dynamically trace the invoked system calls and implement a
timer to record their time units for comparison. Since a container
is a group of processes sharing the same set of kernel resources,
a process inside a container is a normal process with a different
PID when viewed from the host OS. For example, each container
contains a process with PID 1, but the same process may have
a different PID on the host OS. Therefore, instead of running
strace to trace the processes inside one container, we can trace
the same process on the host OS using its PID outside the
container. To guarantee the completeness of the tracing results,
we enable the - £ option of strace to also trace all children of
the processes currently being traced. In this manner, we can
collect the set of a container’s invoked system calls to identify
the recurring pattern as the start of running phases.

To identify the beginning of shutdown phase, we trace the
SIGTERM termination signal invoked by the Linux kernel when
the docker stop command is used to shutdown the container.
This is done by utilizing KProbes [38], [39] to trace a kernel
function named prepare_signal(), which invokes SIGTERM by
passing the signal number (i.e., 15 for SIGTERM) and the
target application’s PID as arguments (PID=1 for containers).
Note that KProbes instruments two functions named pre-handler
and post-handler before and after the execution of the probed
instruction, such as the prepare_signal() function. While both
handler functions can be used to probe the prepare_signal(), we
leverage pre-handler to ensure we capture all invoked system
calls using the seccomp filter before the termination of the
container process.

3) Phase-Specific System Call Identification: As described
in the previous subsection, we were able to log all invoked system
calls during the execution of a given container. Furthermore, we
were able to detect and record the timestamps of the beginning
and end of the three main execution phases. As such, we leverage
such information to identify the required system calls during
each execution phase respectively. The outcome of this step
represents three sets of phase-specific profiles, which enable the
required system calls for the operations of the containers during
the booting, running, and shutdown phases, respectively.

C. Enforcing Phase-Specific Profiles

1) Generating Phase-Specific Seccomp Profiles Considering
Both Static and Dynamic Analysis: To generate the seccomp
Profiles that restrict the usage of system calls for each execution
phase of a container, we utilize the both the static and dynamic
analysis results. Although the results from dynamic tracking
may be a subset of the static analysis, we still need to consider
both of them. The reason is twofold. First, the system call
list generated from static analysis is required to enable the
functionality during the whole life-cycle of a given container.
To further narrow down the attack surface for each execution
phase, dynamic tracking is leveraged to automatically detect
the execution phase and record the corresponding system calls,
respectively. Second, dynamic analysis may suffer from the
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coverage problem due to the limitations of the execution and
bench-marking, which might miss on capturing some system
calls for corner cases. In this case, we rely on the static profiles
to produce a complementary whitelist.

Our generated system call whitelists (i.e., seccomp profiles)
are composed of a set of system call numbers and their cor-
responding actions. Considering three possibilities during the
specific execution phase for a system call invoked by a process
within the container, we set their actions to implement a system
call whitelist as following:

1) If the invoked system call is not found within the static
and dynamic profiles, we kill the process by setting the
seccomp action to SCMP_ACT_KILL [9].

2) If the invoked system call is found only in the static
profile, then we assume that it could be related to a
corner case within the normal functionalities. To deal with
such cases, we let such execution to continue and log the
system call invocation for further analysis by leveraging
the SCMP_ACT_LOG seccomp action.

3) If the invoked system call is found within the dynamic
profile (regardless of the static profiles), it will be normally
executed.

Note that the above actions can be adjusted according to
the specific usage scenarios. For instance, if a non-sensitive
application is running, SCMP_ACT_LOG can be enforced for
any cases to allow completion of all the executions temporarily
and log for further analysis.

2) Dynamically Updating Phase-Specific Seccomp Profiles
in Each Execution Phase: Given the generated system call lists
for every execution phase, we aim to dynamically update the
container seccomp filters when it enters each execution phase.
In Linux, it is possible for a process to be attached with multiple
seccomp filters, and all the seccomp filters are organized in
a one-way linked list. Each seccomp filter is implemented as
a program code composed of seccomp instructions, which is
represented as a bpf_prog structure. Therefore, to implement
the seccomp filters, we leverage the libseccomp library [40] to
construct three bpf_prog structures in the memory for the
booting, running, and shutdown phases. Particularly, we use
the seccomp_rule_add() and seccomp_export_bpf() methods to
add the required system calls and export the resulting bpf filter
program, respectively.

Each seccomp filter structure has a prog pointer that points
to the bpf_prog structure. Therefore, to implement a phase-
specific seccomp profile, we dynamically redirect the prog
pointer to the corresponding bpf_prog structure when the
container enters a new phase. To do this, we locate the
task_struct of the main process inside the container
through its PID (i.e., PID=1). Since a parent process relies on
creating new child processes to run the container, we leverage
the inheritance attribute of the seccomp filter to enforce the new
filters on all forked child processes.

We implement this using a kernel module to dynamically
change the filter outside the container. The kernel module aims
to obtain the bpf filter program generated in the user space and
convert it into a seccomp filter in the kernel space. We install the
kernel module with the insmod command, and the data content
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TABLE IV
ANALYZED CONTAINER IMAGES

Categories # Images (%)  Examples
Database 47 (24.4) redis, mongo, couchdb
DevOps 45 (23.3) consul, jenkins, maven
Infrastructure 41 (21.2) nginx, percona, tomcat
Language 40 (20.7) python, perl, java
(O8] 20 (10.4) ubuntu, centos, fedora

of the user space bpf filter can be passed into the kernel module
as the kernel module parameter. Then, the module accepts the
kernel buffer filter data to convert it into bpf_prog structure
for changing the filter dynamically outside the container. To
guarantee its security, the module does not export any APIs.
Also, once the container enters the shutdown phase (i.e., the
last execution phase of a container requiring the seccomp filter
update) and the corresponding seccomp filter has been altered,
the module can be safely removed. Therefore, it is unlikely for
malicious processes within the container to misuse the module.
Additionally, attackers within the container are hard to modify
the seccomp filter via direct memory overwriting due to the
difficulty of user processes in locating and understanding the
seccomp filter-related structures in kernel space. Even if they
could, these programs would be unable to write into the kernel
space memory.

IV. EXPERIMENTAL RESULTS AND EVALUATION
A. Static Profiling

We leverage Dockerhub [14] to obtain 193 popular official
images with over 10 million downloads. As summarized in
Table 1V, these images can be generally classified into five
categories in terms of their functionality, with the database
images representing about 24% of the data, followed by the
DevOps (23%) and Infrastructure (21%) images, respectively.
Note that these images were not randomly selected. Instead, we
use the same list as in previous work [11] to simplify evaluation
and result comparison when necessary.

1) System Call Reduction: The static analysis results indicate
a significantly smaller number of required system calls as com-
pared to the available 300+ system calls, with an average of about
129 required system calls for the analyzed images (min = 26
forhellow-worldand max = 207 for fedora). In general,
the OS category images require a relatively larger number of
system calls, ranging between 95 and 226. On the other hand,
images from the remaining categories require between 80 and
180 system calls, with the majority of them requiring less than
145 system calls, respectively. Overall, our static analysis results
indicate that we can significantly reduce the number of required
system calls for all container images. This reduction represents
about 78% system calls at most and 62% system calls on average
for all 193 containers (Fig. 5(a)). Indeed, our analysis shows that
we can reduce the number of necessary system calls by more than
60% for containers across all categories except the OS, which
reached an average reduction of about 42% (min=35% and
max=53%). This is typically due to the nature of OS container
applications, which require a larger set of system calls to support
a wide range of OS-related operations.
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It is worth noting that the required system calls of the con-
tainerized apps that are based on interpreters (e.g., Python,
Node.js) depend on the executed code on top of the interpreter.
Therefore, it is difficult to identify what behaviors these cus-
tomized containers will produce until we load/execute them.
To deal with such special cases, we can leverage our proposed
hybrid approach to initially extract the required system calls
for the interpreter applications using static/dynamic profiling.
Furthermore, we can perform consequent analysis on the user
codes (if available) to identify the additional system calls by the
user codes to update the final allowlist.

2) Validation: To validate the results, we configure the ana-
lyzed containers using the obtained system call whitelists and
execute the containers using various manually exercised inputs
and states. Our objective is to check if the containers can boot and
perform different functionalities without any issues or errors. We
also leverage the approach described in Section III-B to record
all invoked system calls during the experiments and use them
for further analysis.

In general, our experimental results show that all containers
boot successfully and operate without any issues. Additionally,
as shown in Fig. 5(b), our static analysis presents a complemen-
tary system call list that includes ones that cannot be identified
by the dynamic tracking. This is due to the limitations of the
dynamic analysis technique, which cannot cover all execution
branches for the analyzed containers, even when leveraging so-
phisticated fuzzing technique [41]. On average, the static analy-
sis approach in our experiments detects 129 system calls, and the
dynamic approach only identifies 105 out of them, which proves
the necessity of considering both whitelists retrieved from static
and dynamic analysis to guarantee the container’s functionality
while addressing the coverage limitation of dynamic analysis.
Note that, since we cannot get the official description of the
system calls required for each container (i.e., there is no ground
truth on the required system calls for a container or publicly
available evaluation dataset), we cannot adequately quantify
the accuracy, false positive rate, and false negative rate of our
approach.

3) Comparison With State of the Art: We evaluate the ef-
fectiveness of our approach by comparing the static analysis
outcomes with previous work. To the best of our knowledge,
Confine [11] represents the state-of-the-art work, which lever-
aged static analysis techniques to determine the required system
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TABLE V
COMPARISON WITH CONFINE [11] ON NUMBER OF FILTERED SYSTEM
CALLS AND VULNERABILITY REDUCTION RATE FOR THE TOP 10 MOST
DOWNLOADED IMAGES

Filtered System Calls Vulnerability Reduction

Image*

Confine  Our Method  Confine Our Method
couchdb 157 240 (+83) 50% 68% (+18%)
ubuntu 198 135 (-63) 68% 66% (-2%)

alpine 162 165 (+3) 65% 70% (+5%)
redis 179 223 (+44) 58% 62% (+4%)
node 170 192 (+22) 62% 64% (+2%)
postgres 141 213 (+72) 52% 66% (+14%)
mysql 149 183 (+34) 60% 64% (+4%)
nginx 177 188 (+11) 67% 68% (+1%)
mongo 152 193 (+41) 53% 60% (+7%)
python 154 177 (+23) 66% 70% (+4%)

*Images were ranked based on total downloads as of May 27, 202T.

calls for container images. Note that Confine is designed to
extract the required system calls for containers following two
main steps: (1) manually configure and run a container for a
period of time to identify all called binaries and libraries that are
required for initializing the execution of a container image; and
(2) perform static analysis of the called binaries and libraries to
extract the required system calls. The initial step of Confine [11]
is to run the target container, hence the human involving, such
as launching prerequisite containers (e.g., rocket-chat), or
specifying complex configuration settings, is inevitable, which
is the reason why 43 images (out of 193 images) are beyond their
scope due to the manual effort to setup. In contrast, following
our static analysis approach, we were able to analyze all 193
containers and provide the whitelisted system calls, respectively.
Note that to ensure consistency, we excluded the 43 images that
were not successfully analyzed by Confine from further analysis.

For the remaining 150 container images, the number of fil-
tered system calls obtained by our approach shows a significant
improvement over Confine, with a noticeable reduction in the
number of whitelisted system calls across the majority of the
analyzed images from all categories (Fig. 6). More specifically,
our approach resulted in fewer system calls for about 94% of
the analyzed images (141 out of 150), with an average of 36
fewer system calls (o = 17.4, min = 1, maz = 90). Indeed,
by looking at the top 10 most popular container images listed in
Table V, we observe that our approach can filter a relatively
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larger set of unnecessary system calls for almost all images
(except ubuntu), as compared to Confine.

On the other hand, Confine identified a smaller number of
system calls for 9 images, which are mainly related to the OS
category (e.g., ubuntu). To investigate this, we review the
design and implementation of Confine and find that it only
records the called binaries and libraries during the initial stages
of the container execution. This is problematic for containers
such as those from the OS category, where they may rely
on calling additional binary/library files during later stages of
their execution life-cycle. Failing to consider such binaries will
lead to an incomplete list of system calls, which will disable
some functionalities of the container. For instance, in ubuntu
container, a user can create a directory using mkdir command,
which invokes mkdir system call. However, when Confine
customizes the required system calls for ubuntu, since the
mkdir command does not run during the startup period, Confine
will block it and prevent users from using mkdir command [42].

Finally, our analysis of the source code of Confine [42]
shows that it maintains a system call blacklist along with two
except lists (i.e., exceptList and javaExceptList) for
all containers. These two exception lists contain 87 system calls,
which are enabled for all containers regardless of the need for
such system calls to execute the containers. In fact, Confine does
not justify the necessity of these 87 system calls. In contrast, our
approach can extract the required system call based on the target
binaries, which ensures the identification of a more precise list
of system calls.

4) Vulnerability Reduction: We explore the security implica-
tions associated with implementing our static profiling technique
to reduce the number of available system calls for a given
container. We collect more than 70 vulnerabilities from Common
Vulnerabilities and Exposures (CVE) [43] in the past six years.
Moreover, we assume that removing the required system call
associated with a known vulnerability will implicitly prevent
it for this container, leading to attack surface reduction. We
also define the vulnerability reduction rate as the number of
vulnerabilities that can be mitigated for a given container by
eliminating unnecessary system calls to the total number of vul-
nerabilities. As shown in Fig. 7, we summarize the vulnerability
reduction rate for the tested containers from all categories by
limiting the system calls that may trigger vulnerabilities. We
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clearly observe that the vulnerability reduction rate is significant
across all categories (between 60% and 80%). In other words,
using our static profiling technique, we can generate system call
whitelists that can mitigate more than 60% of the software vul-
nerabilities directly. Moreover, as compared to state-of-the-art
approaches such as Confine, our analysis results demonstrate
further vulnerability reduction by removing unnecessary system
calls for the analyzed container images (Table V).

B. Dynamic Profiling

The analysis results discussed in Section IV-A demonstrate
the effectiveness of our approach towards obtaining static pro-
files that can significantly reduce the number of required sys-
tem calls for executing containers as compared to the default
seccomp profile. In this section, we extend our static profiling
approach by leveraging dynamic profiling methods to imple-
ment more fine-grained seccomp filters that limit access to
unnecessary system calls throughout various execution phases
of the container life-cycle. In what follows, we provide further
results in terms of the identified phase-specific system calls and
the performance evaluation when implementing our dynamic
profiling approach for select database and web server container
images.

1) Phase-Specific System Calls: Database Containers. Ta-
ble VI shows the experimental results for the database contain-
ers. The number of system calls required for container booting
ranges from 69 to 106, which is approximately less than one-
third of the default seccomp filter. In addition, about half of
the system calls invoked in the booting phase are not needed
in the running phase, and the number of system calls for the
shutdown phase further decreases by around half as compared
to the running phase. Moreover, although the total number of
identified system calls decreases during the execution phases of a
container, we noticed that each phase introduces some additional
system calls that were not included in the previous phases. This
indicates that the required system call sets for different execution
phases intersect but do not include each other. On the whole,
compared with the available 300+ system calls, our approach
reduces more than 84% system calls for the running phase, more
than 69% system calls for the booting phase, and more than 90%
system calls for the shutdown phase for the database containers.

Web Server Containers. The tracing results for the web server
containers are summarized Table VI. We observe that the number
of system calls invoked in the booting phase ranges from 70 to
101. Similar to the database containers, these numbers decrease
when switching to the shutdown phase. As compared to the
default list of available system calls, our approach can reduce
more than 70% of the unnecessary system calls throughout the
three execution phases of a web server container.

Moreover, although the same application (i.e., wiki) is de-
ployed on all analyzed web servers, only 48 system calls are
found to be identical during their running phases, which occupy
about 69%, 44%, 55%, and 58% of the total system calls during
the running phases of the analyzed containers, respectively.
Despite such overlap, our analysis results indicate that the
required system calls are implementation-specific. Thus, we
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TABLE VI
NUMBER OF IDENTIFIED SYSTEM CALLS DURING BOOTING, RUNNING, AND
SHUTDOWN EXECUTION PHASE

Unique Syscalls

Image Name (Static/Dynamic) Boot.  Run.  Shutd.
9 MySQL 150/109 106 47 32
s Postgres 120/101 97 53 31
s Mongo 146/103 96 48 27
A Redis 127/77 69 27 22
g Wiki js (node.js) 141/82 70 70 8
E Dolfuw_ik_i (nginx) 145/114 73 110 52
»  MediaWiki (Tomcat) 132/101 101 88 45
) XWiki (httpd) 134/105 74 82 16
z phpBB (httpd) 134/101 92 91 14

cannot identify a one-size-fits-all system call whitelist for the
running phase of various web server containers, even if they
run similar services. On the other hand, our analysis of the
httpd web server with two different deployed services such as
wiki and phpBB resulted in identifying 67 common system calls
during the running phase, which occupied about 82% and 74% of
the total running phase system calls, respectively. Interestingly,
this test demonstrates that the invoked system calls are not
only implementation-specific, but are also determined by the
deployed services and their supported functions.

2) Comparison With Static Analysis: To evaluate the effec-
tiveness of our dynamic analysis approach and its completeness
in terms of the identified system calls, we compare the outcomes
to the list of identified system calls using the static analysis
approach (Section IV-A). As shown in Table VI, the dynamic
analysis results represent a subset of the static analysis outcomes,
with fewer whitelisted system calls. This is typical due to the
nature of static analysis, which covers all branches/paths in the
source code/binary file, while in practice, some of these paths
might not be reachable during normal operations of a given
container application.

3) Performance Overhead: We evaluate the performance im-
pacts of our approach on the running containers, and the results
show that our system introduces negligible overhead on sys-
tem performance. In general, the overhead introduced by our
approach is mainly caused by the time it takes to update the
seccomp filters and/or the time BPF_interpreter spends going
through the instructions in the bpf_prog structure. Since all
the processes in one container share the same set of seccomp
filters, when updating the system call whitelist, we only need to
add one new bpf_prog struct to record bpf instructions and
release the old bpf_prog struct. Because the seccomp filter is
enabled by default for Linux application containers, the changes
to the filtering rules can barely have an impact on application
performance. For a list with 100 system calls, it only takes
around 10 ms to change the seccomp filter, and it only occurs
three times throughout the lifetime of a container. In addition,
since the phase-based new bpf_prog structures contain fewer
instructions than the bpf_prog structure generated from the
Docker default seccomp profile, our approach will hardly in-
troduce extra overhead when BPF_interpreter checks the new
seccomp policy.

To evaluate the throughput results for database containers
(Fig. 8), we leverage HammerDB [29] and YCSB [30] as load
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TABLE VII

testing tools. Specifically, HammerDB is used to test Postgres,
MySQL, and Redis, while YCSB is for Redis and MongoDB.
Note that we test Redis with both HammerDB and YCSB to
evaluate the impact of using various testing tools on the overall
outcomes. We set the concurrency intensity as 1, 2,4, 8, 12, 16,
20, and 24 (i.e., the number of concurrently connected clients)
for HammerDB and YCSB.

Furthermore, as illustrated in Fig. 9, we evaluate the through-
put of web server containers by using httperf [35] to generate
load for Wiki.js, DokuWiki, XWiki, and MediaWiki, which are
the node.js, nginx, tomcat, and httpd web servers with wiki
software installed, respectively. Additionally, since the available
system calls in the running phase might vary among different
applications, we also perform evaluations on a httpd web server
with a popular bulletin board system with PHPBB3 deployed.
Particularly, we record the replies obtained per second under
different request rates simulated through httperf. We utilize
10,000 as an increasing rate of requests per second to issue the
connections and continue the test after the server achieves the
saturation point.

As shown in Figs. 8 and 9, comparison of the throughput
results indicates negligible differences (i.e., less than 5% and
10% in average) between the dynamically updated and default
seccomp filters for both web server and database containers.

4) Vulnerability Reduction: To investigate further, we ex-
plore specific use cases of reduced attack surface when blocking
unnecessary system calls for database and web server applica-
tions during their execution phases. We focus on the running
phase, where the most important operations will take place
during the execution of a container. For this purpose, we consider
system calls with MEDIUM or higher severity levels on all
UNIX-like operating systems (e.g., Linux) to be CVE entries.
We also identify high-privileged system calls (e.g., fchown(),
fchmodat(), mknodat(), etc.), which can be misused by the

THE NUMBER OF REQUIRED/REMOVED VULNERABLE SYSCALLS RELATED TO
CVES/HIGH-PRIVILEGED FUNCTIONALITIES

Required System Calls  Removed System Calls

Image Name

Total CVE H.P. Total CVE H.P.
2 MySQL 47 17 1 301 75 20
g Postgres 53 22 3 295 70 18
£ Mongo 48 21 2 300 71 19
S Redis 27 12 1 321 80 20
@ Wiki.js 70 27 4 278 65 17
2 DokuWiki 110 43 13 238 49 8
A XWiki 88 32 7 260 60 14
2 MediaWiki 82 33 5 266 59 16
2z phpBB 91 35 5 257 57 16

H.P. = high-privileged

attackers to gain full control over the underlying system [44],
[45]. In total, we identified 113 possibly vulnerable system calls
from the default seccomp filter, including 92 CVE entry-related
and 21 high-privileged system calls.

As shown in Table VII, our phase-specific dynamic profil-
ing can significantly reduce the threats associated with abus-
ing/misusing these two types of system calls on the analyzed
containers. For instance, we removed 301 system calls from
the default filter during the running phase for MySQL. This
resulted in reducing about 82% (75 out of 92) of the CVE
entry-related system calls and about 95% (20 out of 21) of
the high-privileged ones. Similarly for Redis, we were able
to remove about 87% (80 out of 92) CVE entry-related and
95% (20 out of 21) high-privileged system calls. In general, as
summarized in Table VII, we can significantly reduce the attack
surface on database containers by removing more than 76% CVE
entry-related system calls and 86% high-privileged system calls.
On the other hand, the reduction rates for web server containers
are between 53%-71% and 38%-81% for the CVE entry and
high-privileged system calls (Table VII), respectively.
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V. DISCUSSION

Previous work discussed the need for software debloating
by analyzing the implications of removing unnecessary func-
tionalities from programs/systems on the overall performance
and security of the target systems [46], [47], [48], [49]. In
line with that, given the fact that containerized applications
are widely deployed within cloud-based environments, sev-
eral studies highlight the need for building more effective
tools/techniques for analyzing the widely deployed containers
and securing the cloud operations by eliminating access to
unnecessary system calls by containers [10], [11], [12], [13]. By
doing so, one can lower the risk of escaping malicious processes
from the container, which can gain control over the host OS.
Furthermore, one can also minimize the threats associated with
misusing/abusing vulnerable system calls due to a lack of sanity
checking.

Hybrid Approach. In this paper, we build upon previous work
and propose a multi-level hybrid approach for analyzing 193
commonly used Docker container images from 5 different cate-
gories (e.g., database). First, we tried to address the limitations
of previous static analysis techniques (e.g., Confine [11] and
Ghavamnia et al. [13]) and propose a scalable tool/system that
can be automated for analyzing containers while significantly
reducing the set of required system calls for the operation of
the core applications within containers. Specifically, our static
profiling, which relies on static analysis of the layered container
image binary files, addressed the following main issues as com-
pared to Confine: (i) successfully extracted system calls from
all analyzed container images, while Confine failed to analyze
about 22% of the examined containers; (ii) resulted in identifying
a smaller number of required system calls for the majority (94%)
of the analyzed containers; and (iii) produced a more accurate
and complete system call whitelist for OS-related containers. As
compared to the work presented by Ghavamniaetal. [13]: (i) we
automatically determine the transition point and extend another
phase (i.e., shutdown), to guarantee the normal running of
the whole life cycle of a container; and (ii) our method can
be more scalable as it does not require manual analysis and
human-labor to execute the containers before performing the
static analysis/profiling.

As a result, we extend the previously introduced dynamic
analysis technique (i.e., SPEAKER [10]) to implement more
fine-grained system call profiling for the three-phase container
execution life-cycle (i.e., booting, running, and shutdown) to
supplement our static profiling results. Indeed, our in-depth
experimental analysis results with select database and web
server containers demonstrate the effectiveness and efficiency
of our dynamic profiling approach towards disabling unused
system calls while significantly reducing the attack surface when
running Docker containers. Finally, given the fact that dynamic
profiling may not completely cover all execution paths/branches,
our hybrid approach provides a practical means for running
containers by relying on the static profiling results as a superset
to guarantee secure execution of containers when encountering
exceptions and corner cases in real-life.

Security Analysis. Our multi-level approach relies on static
analysis of layered container image binary files to extract an
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initial list of necessary system calls for executing the core appli-
cation. In fact, such whitelists can significantly limit the number
of available system calls, thus taking a first step towards reducing
the overall attack surface. Additionally, since the booting and
running phases are typically completed in less than tens of
seconds, our security analysis mainly focused on the system calls
that are allowed in the long-term running phase, which are most
critical to the security of a container. Indeed, our analysis results
shed light on a relatively large number of removed system calls
that are related to vulnerable CVE entries and/or high-privileged
functionalities (Table VII).

Despite that, it is worth noting that some of the whitelisted
system calls might also be associated with vulnerabilities and
security issues. For instance, the database containers might be
exposed to vulnerabilities due to a range of 12-22 CVE entry-
related system calls and 1-3 high-privileged system calls in their
whitelisted profiles. Similarly, for web server containers, we
found between 27-43 CVE entry-related system calls and 4-13
high-privileged system calls that might be misused. To further
constrain those vulnerable system calls, we can combine our ap-
proach with careful sanity checking on the parameters of system
calls [50], [51], [52] and strict resource access control [53], [54],
[55], [56], [57]. For instance, exploiting the CVE-2016-9793
vulnerability [58] requires both CAP_NET_ADMIN capability
and setsockopt() system call. Therefore, we can leverage the
Linux capability mechanism [59] to block such exploitation by
removing the CAP_NET_ADMIN, even when the setsockopt()
cannot be removed from some containers.

Deployment Usability. Our proposed hybrid approach relies
on the static analysis of target binaries extracted from image con-
tainers, which can be done effectively and automatically across
containers from various categories. Additionally, while our dy-
namic analysis divides the Docker container’s lifetime into the
booting, running, and shutdown phases, the same paradigm can
be adopted to analyze application containers that are deployed
using tools other than Docker. This is subject to the ability to
dissect the container execution into separate phases. Moreover,
our approach can be smoothly integrated into container man-
agement services such as Amazon EC2 container service [60],
Docker Datacenter [61], and OpenShift Enterprise [62], to name
a few. The ultimate goal is to prevent malicious applications in
one container from escaping into the hosting virtual machine.

VI. LIMITATIONS AND FUTURE WORK

Evaluating the Static/Dynamic Profiling Results. As de-
scribed in Section IV-A2, validating/evaluating the identified
system calls using our static profiling is difficult due to the lack
of ground truth and benchmarking tools/data for dynamically
analyzing all containers. Moreover, due to the well-recognized
limitations of the dynamic analysis techniques, we cannot cover
all program-related branches using existing benchmarking and
fuzzing techniques, which often results in an incomplete list of
system calls. Despite such limitations, our exhaustive analysis of
database and web server containers using various benchmarking
tools confirms the static analysis results as a valid superset,
which can be safely used to execute containers.
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System Call Tracing Completeness. The dynamic profiling
was done by executing the containers once to collect all the
necessary system calls during the booting, running, and shut-
down phases. However, this one-time execution and monitoring
process may still produce an incomplete list of system calls
due to several reasons. First, different versions of the services
on different platforms may use various kinds of system calls,
which greatly increases the complexity of the tracing procedure.
Second, some corner cases might not be accounted for during
the specific execution of a given container. For example, the
Apache web server can exhibit abnormal running patterns when
experiencing an extremely large amount of request traffic. Third,
the existence of dynamically generated scripts such as PHP
scripts can make the tracing more complicated, as these scripts
can arbitrarily invoke certain system calls. To address these
limitations, an iterative execution and monitoring approach can
be adopted to combine system calls into an aggregated whitelist
during several runs. Further, to avoid unanticipated container
termination due to invoking a blocked system call, we can lever-
age the SCMP_ACT_LOG action instead of SCMP_ACT_KILL
to log invoked system calls during consecutive runs and add
the final superset to the whitelist. Moreover, as our analysis
is transparent to the applications running inside the container,
we can combine the system call tracing phase with the testing
processof the application development to better trace the system
call profile of a specific application. Finally, as we discussed in
this work, the static analysis results from our method or other
tailored static analyzers [63], [64] can be integrated to further
improve the profiling accuracy by validating and/or expanding
the dynamically profiled system call whitelists.

System Call Control Granularity. We adopt a container-
dependent whitelist model to reduce unnecessary system calls,
which is more efficient for deployment with minimal over-
head as compared to sophisticated and costly Finite State Au-
tomata (FSA) or Pushdown Automata (PDA) models for system
call intrusion detection system [64], [65], [66]. As a stateless
model [63], our approach also suffers from the risk of system call
misuse attacks, such as mimicry attack [67], which transform
a malicious attack sequence into a seemingly valid sequence
by inserting no-op system calls. However, previous work by
Kruegel et al. [68] and Zeng et al. [63] illustrate that a stateful
FSA or PDA model is actually not much better than the stateless
whitelist model, as a mimicry attack can be easily automated to
evade such models. To achieve more fine-grained protection of
the system calls, we could integrate the system call interposition
based approach such as MBox [55] or argument constraint
solutions [50], [51], [52]. We leave it in our future work.

Phase Separation Accuracy. We provide multiple methods
for phase separation. Among them, methods to identify the start
of the running phase, including fine-grained behavior-based and
coarse-grained timing-based ones, may cause some extra system
calls invoked in the service idle state and be added to the whitelist
of the booting phase. Although the booting phase is short and
the chances of launching attacks during it are very low, we can
adopt a binary-based execution partition scheme [69] to achieve
more accurate results if necessary. This approach is based on
the observation that most long-running applications include an
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initialization phase followed by certain event-handling loops for
processing inputs/requests. Thus, by locating those loops, we
can separate the booting phase from the running phase. We leave
this as one of our future works.

Calling Graph Accuracy. We currently do not consider func-
tions invoked through function pointers. Our approach is based
on identifying invoked libc functions directly through the binary
code or indirectly through invoked functions from other libraries.
In general, function pointers are commonly used to call functions
at runtime, which makes it extremely difficult to identify using
static analysis techniques. Nevertheless, if a function explicitly
calls another function using a pointer, the callee function can
be identified by the disassembler (e.g., objdump). Given that,
we can construct the calling graph to identify “indirect func-
tion calls”, as described in our approach. Indeed, our analysis
demonstrates the effectiveness of our approach towards con-
structing the mapping between the invoked libc functions and
the underlying system calls. Thus, guiding our static profiling
approach and resulting in identifying the required system calls
by each container. Finally, while analyzing function pointers is
a challenging task, it often requires analyzing the source code to
see which functions are assigned to pointers to begin with. We
will consider such analysis in the future.

VII. RELATED WORK

Linux Kernel Security Primitives. The Linux kernel provides
other primitives that can be utilized to enhance container secu-
rity. Linux cgroups (control groups) can be used for fine-grained
limitation and prioritization of resources. By setting up a quota
of the maximum resources available to a container, cgroups
can be utilized to mitigate the resource exhaustion attacks ini-
tiated from inside a compromised container. Mandatory Access
Control (MAC) refers to the access control enforced at the
kernel level based on a predefined set of rules. By default,
Docker on Ubuntu uses Apparmor, and Docker on Redhat uses
SELinux. Discretionary access control (DAC) mechanisms can
be used to protect kernel resources from malicious containers.
DAC mainly involves capabilities and file mode access con-
trol. In the Docker container, only 14 out of 38 capabilities
are allowed by default [59]. Contrary to MAC, the access in
DAC is determined by the owner of the object or resource in
question.

Container Security. Reshetova et al. [70] give a comparative
study of multiple OS-level virtualization systems and identify
the gaps in current security solutions based on a spectrum of
attack models. Bui etal. [71] analyze the security level of Docker
containers and how Docker interacts with the security features
of the Linux kernel, while focusing on how container isolation
is achieved through namespaces and cgroups. An extension
to the Dockerfile is proposed [72] to ship a specific SELinux
policy for processes running in a Docker image, which incurs
a great burden for container image maintainers to build up a
dedicated policy module. In contrast, our method is more prac-
tical, non-intrusive, and systematic to enhance the security of
application containers. Mattetti et al. [73] propose an approach
that combines customized AppArmor/SELinux rules based on
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container operation tracing with host-based intrusion detection.
Ours, on the other hand, focuses on proactively eliminating
unnecessary system calls to reduce the potential vulnerabilities
exploitable by malicious containers.

Application Sandboxing. System call interposition based ap-
plication sandboxing [54] regulates and monitors application
behavior by intercepting each system call according to a pre-
defined policy profile. Our system traces the execution of the
running application container to create a tailored seccomp policy
instead of intercepting every system call. MBOX [55] is a
lightweight sandboxing mechanism that interposes on a sand-
boxed program’s system calls to layer a sandbox file system
on the host file system. Similarly, we also utilize seccomp
and bpf to interpose system calls invoked by processes in the
containers. The Capsicum sandboxing framework [56] isolates
processes from global kernel resources by disabling system calls
that address resources via global namespaces. Their approach
is different from ours, as we utilize the seccomp mechanism.
Systrace [57] is a solution that confines multiple applications
to running according to accurate policies. We have adopted its
tracing capability to generate audit logs for the execution of
container processes. Moreover, some other system call moni-
toring based anomaly detection and prevention solutions have
been proposed [64], [65], [66], [74], which can be leveraged to
further enhance container security.

Attack Surface Reduction. Seccomp [9] allows a process to
restrict the set of system calls it can execute. Although our
system is built on seccomp, we aim to adjust the set of available
system calls for the entire application container instead of letting
the process determine the policy itself. In addition, we split the
container execution into three different phases and dynamically
change the seccomp filters from outside the container to further
reduce the attack surface. Cimplifier [75] and Docker-slim [76]
use dynamic or static analysis to identify a minimal set of
resources for running a specific application, thereby greatly
reducing the size of application container images. However,
our approach can dynamically adjust the available system call
list during various phases of container booting, running, and
shutdown. A different approach for system hardening is trim-
ming [77], [78], which effectively reduces the attack surface
by removing or preventing the execution of unused kernel
code sections. Specifically, they are able to remove unnecessary
features through automated compile-time kernel configuration
tailoring. This approach can serve as acomplement to our system
to guarantee the general security of the host.

Furthermore, some works focus on constraining the available
system calls through static analysis. Confine [11] launches a
container, monitors the running binaries in this container within a
configurable time period, and then analyzes the required system
calls for all these binaries statically. Ghavamnia et al. [13]
proposed a work that limits the set of system calls available to an
application depending on its phase of execution (i.e., initializa-
tion and serving phases). To minimize the set of system calls, the
approach relies on sophisticated points-to analysis to generate
a call graph of reachable functions and system calls, however,
the expensive points-to analysis is quite time-consuming and
the manual transition point identification limits its scalability.
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Sysfilter [79] uses the Egalito framework to statically extract
the system calls from the binary, and it relies heavily on the
position-independent code and the presence of stack unwinding
information (.eh_frame section) in the target applications.
However, some compiled binaries are not position-independent,
such as the git server, which impacts the scalability of this
method. Chestnut [80], on the other hand, relies on angr to stati-
cally create a CFG for binary analysis; however, when the calling
relation is very complex, angr may introduce path explosion,
causing the analyzing workflow to be hampered. What’s more,
when backtracking the syscall invocation in the binary, Chestnut
ignores some complicated cases, for example, the xor operation
to set eax register to 0. These works, however, do not apply
to hierarchical structures, such as container images, and were
unable to obtain the system calls associated with the running
environment. These static analysis schemes could be used as a
complementary method to help profile a more complete system
call list.

VIII. CONCLUSION

In this paper, we design and develop a hybrid system call
reduction mechanism that relies on static and dynamic profiling
techniques to reduce the number of required system calls during
various phases of the application container execution life-cycle.
Our analysis results with 193 Docker containers from 5 different
categories demonstrate a significant reduction in the number of
required system calls for the execution of various containers.
Indeed, such system call reduction can be useful towards soft-
ware debloating and, thus, reducing the overall attack surface
by removing vulnerable system calls. Additionally, we leverage
empirical analysis to demonstrate the effectiveness of our ap-
proach in comparison to state-of-the-art system call reduction
techniques. Finally, while we present a practical approach that
can be automated to analyze various container images, such
analysis can be done efficiently and with minimal overhead.
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